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HOW TO INDENTIFY ©=CAM EMAILS

Examine sender address Too Good to Be True Offers Spot Errors

Check email address for Ignore overly generous or Look out for spelling and
unfamiliar or slightly altered unrealistic offers grammar mistakes
domain names

Avoid suspicious links or Beware of Urgent Language
attachments

Be cautious of emails demanding
Do not click on unknown links or = S immediate action
,‘\.‘-‘ "

download unexpected
attachments

Verify Email Signatures Analyse Email Tone/Style
Be Wary of Pop-Ups

Check for a professional Compare with previous

. . Avoid emails with - s
signature block with contact QiSRS pOp-Uups communications for

asking for login details

details inconsistencies

Check Generic Greetings Verify Links Without Clicking

Look for impersonal greetings like Hover over the links to see the
“Dear Customer” actual URL

Request For Personal Info ) . Look for Secure Websites
Use Email Security Tools

Legitimate organizations do . Check for secure “https://”
. . Use filters and tools to . X
not ask for sensitive emails L. and a security padlockin the
. . block phishing
via email address bar
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